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Abbreviations

Term Definition

API Application Programming Interface
B2C Business to Customer

Broker Service Access Gateway

SP Service Provider
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Introduction

1.1 Scope

The present document specifies the real time B2C Web Service aspects of the interface. All aspects of B2C
Web Service are defined here, these being:

Message Flow Description
Data Type Definition
Web Service Interface Definition

WSDL for this specification

Example
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2 Message Flow Description

third party SAG CoreAPI

1.GenericAPIRequest

2.Authentication

3.Authorization

4 .GenericAPIRequest
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3 Data Type Definition

3.1 IdentityType enumeration

List of Identity Type values.

Enumeration Description
1000 Customer
2000 SPOperator
3000 OrganizationOperator
5000 Organization
6000 Till
8000 SP
3.2 IdentifierType enumeration
List of Identity Type values.
Enumeration Description
1 MSISDN
2 TillNumber
3 SPShortCode
4 OrganizationShortCode
5 IdentitylD
6 0O2CLink
9 SPOperatorCode
10 POSNumber
11 OrganizationOperatorUserName
12 OrganizationOperatorCode
13 VoucherCode

3.3 ParameterType structure

Element name | Element type | Optional Description
Key xsd:string No It indicates a parameter name.
Value xsd:string No It indicates a parameter value.

3.4 Parameters structure

Element name

Element type

Optional

Description

Parameter

ParameterTyp
e[1..unbounde
d]

No

It is used to carry specific parameters for specific transaction or
business operation.

3.5 ReferenceData structure

Element name

Element type

Optional

Description

Referenceltem

ParameterTyp
e[1..unbounde
d]

No

It is used carry some reference data that MM need not analyze but need
to record it into transaction log..
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3.6 Transaction structure
Element name | Element type | Optional Description
CommandID xsd:string No The unique identifier of transaction/business operation. Max length is
64.eg
o SalaryPayment
e BusinessPayment
o BusinessPaymentWithWithdrawalChargePaid
o SalaryPaymentWithWithdrawalChargePaid
e  PromotionPayment
LanguageCod | xsd:string Yes It indicates language. It's reserved.
e
OriginatorConv | xsd:string No The unique identifier of the request message generated by third party. It
ersationlD is used to identify a request between the third party and MM. Max length
is 128
Conversationl xsd:string Yes The unique identifier generated by MM for a previous request message.
D It is used to support communication multi-times between the third party
and MM for one operation/transaction.
Remark xsd:string Yes The remark information about this operation. Max length is 255
EncryptedPara | xsd:string Yes It is used to carry the value for the element Parameters which are
meters encrypted.
The value for this parameter should be a CDATA and encode with
base64
Parameters Parameters Yes It is used to carry specific parameters for specific transaction or
business operation.
If the element EncryptedParameters presents, this parameter should not
present.
ReferenceData | ReferenceDat | Yes It is used carry some reference data that MM need not analyze but need
a to record it into transaction log.
Timestamp xsd:string No The timestamp generated by the third party.
3.7 Caller structure
Element name | Element type | Optional Description
CallerType xsd:integer No Indicates the type of the caller:
2-APICaller
3-Other(Reserved)
ThirdPartylD xsd:string No The unique identifier of a third party system defined in MM. It indicates
the third party which initiates the request. Max length is 20
Password xsd:string Yes This security credential of the ThirdPartyID defined in MM. If the
password feature for third party is used in MM, then this parameter must
be presented in the request message.
CheckSum xsd:string Yes Currently it is unused. It is reserved for API security.
ResultURL xsd:string Yes It indicates the destination URL where Broker should send the result

message to.
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3.8 Initiator structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the initiator. The value of this parameter
must be a valid identifier type supported by MM.

Identifier xsd:string No It indicates the identifier of the initiator. Its value must match the inputted
value of the parameter IdentifierType.

SecurityCrede | xsd:string No It indicates the security credential of the initiator. Its value must match

ntial the inputted value of the parameter IdentifierType.

ShortCode xsd:string Yes When the initiator is an organization operator, this parameter must be

present in the request to indicate which organization the operator
belongs to.

If the initiator is not an organization operator, this parameter should not
be present.

3.9 PrimartyParty structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the primary party. The value of this
parameter must be a valid identifier type supported by MM and must
match the inputted value of the parameter IdentityType.

Identifier xsd:string No It indicates a parameter value.

ShortCode xsd:string Yes It is reserved

3.10 ReceiverParty structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the recipient party. The value of this
parameter must be a valid identifier type supported by MM.

Identifier xsd:string No It indicates the identifier of the recipient party. Its value must match the
inputted value of the parameter IdentifierType.

ShortCode xsd:string Yes When the receiver party is an organization operator or a Till, this

parameter must be present in the request to indicate which organization
the receiver party belongs to.

If the receiver party is not an organization operator or a Till, this
parameter should not be present.

3.11 AccessDevice structure

Element name | Element type | Optional Description
IdentifierType IdentifierType | No It indicates the identifier type of the access device.
Identifier xsd:string No It indicates the identifier of the access device. lts value must match

the inputted value of parameter IdentifierType

10
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3.12 Identity structure
Element Element | Optional Description
name type
Caller Caller No It indicates the third party which initiates the request
Initiator Initiator No It indicates the identity who makes the request
PrimartyParty PrimartyParty | Yes If business operation/action, this element is not present; if
transaction, this can be either the debit party or the credit party
according to the transaction type.
ReceiverParty | ReceiverParty | Yes If business operation/action, this is the affected party; if
transaction, it is the opposite party to the PrimaryParty
AccessDevice | AccessDevice | Yes It indicates the access device which the initiator uses to initiate the
request.
3.13 Request structure
Element name | Element type | Optional Description
Transaction Transaction No It indicates a transaction.
Identity Identity No This section is used to specify all identities involved in the request
KeyOwner xsd:integer No It indicates which Key is used to encrypt the elements

Initator.SecurityCredential and the EncryptedParameters.
Its value are enumerated as follows:

1:the API Caller's Key

2:the Initiator's Key

3.14 Response structure

Element | Element type | Optional Description
name

ResponseCod | xsd:string No It indicates whether MM accepts the request or not.
e
ResponseDesc | xsd:string Yes Its value is a description for the parameter ResultCode.
Conversationl xsd:string Yes The unique identifier generated by M-Pesa for the request
D message.
OriginatorConv | xsd:string Yes The unique identifier generated by the third party for the request
ersationlD message.
ServiceStatus xsd: integer Yes It indicates the MM service status.

3.15 ResultParameters structure

Element name

Element type

Optional

Description

ResultParamet
er

ParameterTyp
e[0...unbound
ed]

Yes

It is used to carry specific parameters for specific transaction or
business operation.

11




PROJECT NAME: M-PESA g
(Safaricom
DoCUMENT NAME: B2C AP| SPECIFICATION VERSION: 1.0
COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 18™ JUNE 2013
3.16 Result structure

Element name | Element type | Optional Description

ResultType xsd:integer Yes 0: completed 1: waiting for further messages

ResultCode xsd:string No It indicates whether MM processes the request successfully or not.
Max length is 10

ResultDesc xsd:string Yes Its value is a description for the parameter ResultCode.Max length
is 1024

OriginatorConv | xsd:string Yes The unique identifier of the request message generated by third

ersationlD party. Its value comes from the request message.

Conversationl xsd:string Yes The unique identifier generated by MM for a request

D

TransactionlD xsd:string Yes It's only for transaction. When the request is a transaction request,
MM will generate a unique identifier for the transaction.

ResultParamet | ResultParame | Yes It is used to carry specific parameters for specific transaction or

ers ters business operation.

ReferenceData | ReferenceDat | Yes It comes from the request message

a

12
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4 Web Service Interface Definition

4.1 Interface: RequestMgrPortType

411 Operation: GenericAPIRequest

The 3" party invokes this operation to send a B2C request

I. 4.1.1.1 Message Header: RequestSOAPHeader

Element name | Element type | Optional Description

spld xsd: string No SP ID.
This is the Service Provider Identifier that is allocated by the Broker to
the 3" party.
[Example] 000201

spPassword xsd: string Yes This is an encrypted form of the SP password issued to an SP when an
account is created on the Broker.
The encrypted password is a Base64 encoded string of the SHA-256
hash of the concatenation of the spld, password and the timeStamp as
illustrated below:
Given the following parameters
spld: 601399
password: spPassword
timestamp: 20130702212854
spPassword = BASE64(SHA-256(spld + Password + timeStamp)) e.qg.
spPassword =
BASE64(SHA-256(601399spPassword20130702212854)
[Example]
e€6434ef249df55c7a21a0b45758a39bb

serviceld xsd: string Yes Service ID.
This is the Service Identifier that is allocated by the Broker for every
service created.
[Example]
3500001000012

13
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Element name | Element type | Optional Description
Timestamp xsd: string Yes Time stamp (UTC time).

The value is required during SHA-256 encryption for spPassword.

NOTE

If the spPassword parameter must be set, this parameter is
mandatory.

[Format]
yyyyMMddHHmMmss
[Example]
20100731064245

II. 4.1.1.2 Input Message: RequestMsg

Element name | Element type | Optional Description
RequestMsg xsd: string No Request Message from 3™ party. Its value should be an instance of
Request Type and a CDATA
Note:

1. If there is no configuration for notification URL on Broker side, which indicates the callback url for
accepting notification of GenericAPIResult, the ResultURL parameter inside Identity tag must present.

2. If there is no configuration for notification URL on Broker side, which indicates the callback url for
accepting notification of cached requests expired, the 30 party must add a key-pair parameter into
ReferenceData and the key is QueueTimeoutURL.

III. 4.1.1.3 Output Message: ResponseMsg

Element name

Element type

Optional

Description

ResponseMsg

xsd: string

No

Response return to 34 party. Its value should be an instance of
Response Type and a CDATA.

14
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IV. 4.1.1.4 Response Codes

ResponseCode ResponseDesc
000000000 Success
100000000 Request was cached, waiting for resending
100000001 The system is overload
100000002 Throttling error
100000003 Exceed the limitation of the LICENSE
100000004 Internal Server Error
100000005 Invalid input value:%]1
%1 indicates the parameter’s name.
100000006 SP’s status is abnormal
100000007 Authentication failed
100000008 Service’s status is abnormal
100000009 API’s status is abnormal
100000010 Insufficient permissions
100000011 Exceed the limitation of request rate
100000012 Insufficient balance
100000013 No route
100000014 Missing mandatory parameter:%]1

%1 indicates the parameter’s name.

15
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4.2 Interface: ResultMgrPortType

4.2.1 Operation: GenericAPIResult

This operation must be implemented by a Web Service at the 3rd party side if it requires notification of the
final result for B2C request. It will be invoked by Broker to notify the 31 party once Broker received the
notification from CoreAPI.

V. 4.2.1.1 Input Message: ResultMsg

Element name | Element type | Optional Description
ResultMsg xsd: string No Request Message from Broker. Its value should be a instance
of Result Type and a CDATA.

VI. 4.2.1.2 Output Message: ResponseMsg

Element name | Element type | Optional Description
ResponseMsg | xsd: string No Response return to Broker. Its value should be a instance of
Response Type and a CDATA.

VII. 4.2.1.3 Response Codes

ResponseCode ResponseDesc
000000000 Success

200000001 The system is overload
200000002 Throttling error
200000003 Internal Server Error

16
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4.3 Interface: QueueTimeoutNotificationPort

4.3.1 Operation: notifyQueueTimeout

This operation must be implemented by a Web Service at the 3rd party side if it requires notification of cached
B2C requests are expired. It will be invoked by Broker to notify the 31 party once cached B2C requests are

expired.

VIII. 4.3.1.1 Input Message: notifyQueueTimeout

Element Element type | Optiona Description
name |

originatorCon | xsd:string originatorConversationID from the request sent by the 34 party

versationID

originRequest | xsd:string No Original request without SOAP Header sent by 3 party. Its value is
encoded with base64, when the 3rd party receive the request, it
should decode it.

extensionInfo | Parameters Yes Extended parameters.

IX. 4.3.1.2 Output Message: notifyQueueTimeoutResponse

Element | Element type | Optional Description
name

result Result No

extensio | Parameters Yes Extended parameters.

nlnfo

X. 4.3.1.3 Response Code

ResponseCode ResponseDesc
000000000 Success
000000001 Failed

17
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4.4 Interface: QueryTransactionPort

4.4.1 Operation: queryTransaction

The 3" party invokes this operation to query transaction information..

XI. 4.3.1.1 Message Header: RequestSOAPHeader

Element
name

Element type

Optional

Description

spld

xsd: string

No

SP ID.

It’s allocated by the Broker to the 3d party.
[Example]

000201

spPassword

xsd: string

Yes

Encrypted authentication password for partners to access the Broker.

The value is a character string encrypted from spld + Password +
timeStamp by SHA-256. The encryption formula is as follows:
spPassword =BASE64(SHA-256(spld + Password + timeStamp))

In the preceding formula:
timeStamp: value of timeStamp.

Password: authentication password for 31 parties to access the
Broker. The value is allocated by the Broker.

NOTE

The authentication modes include SPID&Password, SPID&IP&Password, and
SPID&IP. When the authentication mode is SPID&Password or
SPID&IP&Password, this parameter is mandatory.

[Example]
€6434ef249df55¢7a21a0b45758a39bb

serviceld

xsd: string

Yes

Service ID.

The value is allocated by the Broker to the 31 party.
[Example]

3500001000012

timeStamp

xsd: string

Yes

Time stamp (UTC time).
The value is required during SHA-256 encryption for spPassword.

NOTE
If the spPassword parameter must be set, this parameter is mandatory.

[Format]
yyyyMMddHHmmss
[Example]
20100731064245

18
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XII. 4.3.1.2 Input Message: queryTransaction
Element Element type | Optional Description
name
originatorCon | xsd:string The unique identifier of the request message generated by third
versationID party. It is used to identify a request between the third party and MM.
Max length is 128
extensionInfo | Parameters Yes Extended parameters.
XIII. 4.3.1.3 Output Message: queryTransactionResponse
Element Element type | Optional Description
name
result Response No
submitApiRe | xsd:string[0-u [ Y Requests sent by the 3 party. Its value is the requests sent by the 31
questList nbounded] party with base64 encoded.
submitApiRes | xsd:string[0-u [ Y Responses returned from the Broker. Its value is the responses
ponseList nbounded] returned from the Broker with base64 encoded.
submitApiRes | xsd:string[0-u [ Y Results sent to the 3" party. Its value is the requests sent by the
ultList nbounded] Broker with base64 encoded.
queueTimeOu | xsd:string[0-u | Y QueueTimeout requests sent to the 31 party. Its value is the requests
tList nbounded] sent by the Broker with base64 encoded.
extensionInfo | Parameters Yes Extended parameters.

19
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XIV. 4.3.1.4 Response Codes

ResponseCode ResponseDesc
000000000 Success
100000001 The system is overload
100000002 Throttling error
100000003 Exceed the limitation of the LICENSE
100000004 Internal Server Error
100000005 Invalid input value:%1
%1 indicates the parameter’s name.
100000006 SP’s status is abnormal
100000007 Authentication failed
100000008 Service’s status is abnormal
100000010 Insufficient permissions
100000014 Missing mandatory parameter:%]1

%1 indicates the parameter’s name.

20
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5 Example
5.1 GenericAPIRequest

5.1.1 The 3rd party send B2C request to the Broker

Examplel: Request with ResultURL and QueueTimeoutURL

21
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Example2: Request without ResultURL and QueueTimeoutURL
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5.1.2 The Broker return response to the 3rd party

Examplel: Forward CoreAPI response to the 31 party

Example2: Error response caused by authentication failed.
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5.2 GenericAPIResult

5.2.1 The Broker send notification to the 3rd party
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5.2.2 The 3rd party return response to the Broker

Examplel: Success response

Example2: Error response
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5.3 notifyQueueTimeout

5.3.1 The Broker send notification to the 3rd party
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5.3.2 The 3rd party return response to the Broker

Examplel: Success response
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Example2: Error response

5.4 queryTransaction

5.4.1 The 3rd party sends query request to the Broker
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5.4.2 T he Broker return response to the 3rd party

Examplel: Success response
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Example2: Error response
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