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24th October 2013

Dear Supporters,
The African Union has prepared a final draft of an AU Convention on Cyber security (“the AUCC”). The AUCC is scheduled for final passage at an AU meeting in January 2014. 
The Centre for Intellectual Property and Information Technology Law, Strathmore University is calling for a Parliamentary debate over the merits of the AUCC and whether Africa should support the passage of this ill-advised treaty. At a very minimum, cyber security experts and a wide selection of industry and non government stakeholders should be given a chance to vet the AUCC. The process ought to be transparent and public.
After extensive discussions with various stakeholders from industry, academia, and NGOs, we have identified numerous provisions in the AUCC that, if passed by the AU and ratified, will have substantial negative effects on the online economy and social culture. 

A few of the more problematic examples are:

1. The peaceful online expression of permissible views, ideas, and theories on religion, ethnic origin, race, or colour should not be criminalized. As currently drafted, Article III-55 can be interpreted to impose dangerously broad limitations on free speech where content data can be intercepted on unfounded grounds.

2. The AUCC requires governments to have in place a mechanism for cyber forensic investigations into online criminal activity. This includes appointment of investigative judges with almost unlimited power to require seizure and analysis of digital and physical evidence. Most African governments currently lack legislative and technical capability to satisfy such a legal requirement, and the likelihood of misuse is high.

3. The AUCC requires that ICT product vendors submit products for “vulnerability and guarantee tests.” Such a requirement, although intentioned for protecting consumers, actually increases the risk to consumers. An ICT product vendor, having complied with the standardized testing required of the AUCC, can reasonably argue that such compliance completely eliminates their liability for security breaches of their products. The AUCC also places unlimited criminal liability on the corporate sector for offences defined in it.
4. The AUCC requires that a person or a corporate organization engaging in electronic financial transactions provide full identity information, including PIN and address information. This requirement is costly and risky, and it remains unclear how such data will be protected and how confidentiality will be maintained.
5. Finally, preparation of the AUCC involved little or no consultation with non-government stakeholders. Major industry stakeholders have expressed serious misgivings to us about the scope and practicality of the AUCC. Most industry stakeholders, however, remain completely unaware even of the existence of the draft AUCC. 

We have sent a petition to Kenya’s Parliament through the Parliamentary Select Committee on Energy and ICT. We would like you to support the petition and sign it. Please send your organization logo to cipit@strathmore.edu to show support for the campaign.

Kindly sign our petition linked here. It is a simple 1 minute process, and the petition contains some of the reasons why we oppose ratification.

A consortium of organizations has endorsed this movement including, among others, Google, ihub, iLabAfrica and CIPIT at Strathmore University.
AUCC Petition Social Media Platforms: Facebook, Twitter & Blog
Sincerely,

Center for Intellectual Property and Information Technology Law (CIPIT)

Strathmore Law School
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